ONAC

SECURITY SYSTEMS

000 «AUAC»

+7 (914) 730-57-40 - sales@vl-dias.ru

MHH 2536332259 - KIMM 253601001 - 690091, MNpumMopckuii kpai, r. BnagusocTok, yn. MNonoras, a. 63, od. 9

JIuct cornacoBaHusa 3ameHbl 060pyao0BaHUA

[Oata: 15.10.2026. Otanyatowmecs napamMeTpbl BblAeNEHbI.

3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb Eltex MES2424B TP-Link TL-SG3428X
Kop AMAC 88647 22427

Lena (PPL, c HAC 22%) no 3anpocy 31 480 py6.
Hanunune nop 3akas YAANEHHBIV CKNag,
MpousBoaunTenb Eltex TP-Link

Pabouas temnepartypa, C° -20..+50 0...+45

Pasmepbi (LLUXBXxT) (Mm) 430x44x203 440x44x180

Bec HeTTO, KI 2,54 -

Knacc 3awutbl 1P20 =

bydep naketos, M6 1,5 —

CkopocTb 06CnyK1BaHMA naketos, Mpps 95,2 95,23

(Forwarding rate)

CTaHOapTbl M NPOTOKOIbI

STP (Spanning Tree Protocol, IEEE 802.1d),
RSTP (Rapid Spaning Tree protocol, IEEE
802.1w), MSTP (Multiple Spanning Tree,
IEEE 802.15s)

DYHKUMMM YPOBHS 2

Monpepxka npotokona STP (Spanning Tree
Protocol, IEEE 802.1d)

Mopnepxka npotokona RSTP (Rapid
Spanning Tree Protocol, IEEE 802.1w)
Mopnepxka npotokona MSTP (Multiple
Spanning Tree Protocol, IEEE 802.15s)
MNMoppepxxka npotokona Rapid-PVST+
Mopnepxka STP Root Guard

Moppepxka STP Loop Guard

Mopnepxka STP BPDU Guard

Mopnepxka BPDU Filtering

Moppepxxka Spanning Tree Fast Link option

Monpepxka Loopback Detection (LBD)
M3onaums nopTtos

Mopnepxka Storm Control ans pasnuyHoro
Tpaduka (broadcast, multicast, unknown
unicast)

Mopnepxka Layer 2 Protocol Tunneling
(L2PT)

ArpermpoBaHue kaHanos — Ctatuyeckoe
arpervpoBaHue kaHanos — 802.3ad LACP —
[o 8 rpynn arpernpoBanug, 10 8 NOpTOB Ha
rpynny; Mpotokon STP — 802.1D STP —
802.1w RSTP — 802.1s MSTP — STP
Security: TC Protect, BPDU Filter/Protect,
Root Protect, Loop Protect; O6HapyxeHue
netenb (Loopback Detection) — Mo nopty —
Mo VLAN; Ynpasnenune notokom — 802.3x
— lMNpepotepauieHne 6nokmposkm HOL;
3epkanupoBaHue — 3epKanupoBaHue
noptoB — 3epkanupoBaHue CPU —
One-to-One — Many-to-One — Bxopawwit
Tpaduk / Ucxopawmii Tpadumk / Becb
Tpadmk

Monnepxka ERPS (G.8032v2)




BbixogHble ouepenm Ha nopt - 8.
OrpaHuyeHne CKOPOCTU Ha NopTax
(shaping)

Orpanunuenne ckopoctu (policing) cornacHo
anroput™am sr-TCM u tr-TCM

Monpepxka knacca obcnyxmsaHus IEEE
802.1p

O6paboTka o4epeneit no anroputMam Strict
Priority/Weighted Round Robin (WRR)
HacTpoiika npuoputeta IEEE 802.1p ans
VLAN ynpasnexus

Knaccudumkaumsa Tpaduka Ha 0CHOBaHUM
ACL

HasHaueHnune metok CoS/DSCP Ha
ocHoBaHuu ACL

Mepemapkuposka Metok DSCP B CoS

8 npuopuTeTHbIX oYepepneii; Mpuoputet
802.1p CoS/ DSCP; Pexum npuoputeTta
ovepeneit — SP (cTporuit npuoputert) —
WRR (Weighted Round Robin) — SP+WRR;
KoHTponb nponyckHoi cnocobHocTn —
OrpaHuyeHne cKopocTu Ans
nopToB/noToKoB; [naBHas
NpoM3BOAMTENbHOCTb; [encTeus ¢
noTokamu — 3epkanupoBaHue (Ha
NoAAepXKMBaEMbIV MHTepdeNnc) —
MepeHanpaBneHue (Ha NOAAEPXKMBAEMDIN
uHTepderic) — OrpaHMyeHne CkopocTn —
MeTku npuoputunsaumm QoS

NHTepdeiic ynpaBneHus

Mpotokon SNMP. NHTepderic komaHaHOM
ctpoku (CLI). Web-uHTepdeliic

besonacHocTb

DHCP Snooping

Onuumsa 82 npotokona DHCP

lMpoBepka NOANMHHOCTM HA OCHOBE
MAC-agpeca, orpaH1MyeHme KonmM4ecTsa
MAC agpecos, ctatuueckue MAC- agpeca
[MpoBepka NOANMHHOCTM MO NOPTaM Ha
ocHoge |EEE 802.1x

Guest VLAN

Cuctema npepotepalieHus DoS-atak
CermeHTaums Tpadpuka

®unbtpauus DHCP-knneHToB
MNpenoTepalyeHmne atak BPDU

PPPoE Intermediate agent

IP Source Guard

Dynamic ARP Inspection

DHCPv6 Snooping

IPv6 Source Guard

Moppepxka @yHkummn IPv6 ND Inspection
Mopnepxka dyHkumn IPv6 RA Guard

Mpueaska IP-MAC-nopt — 512 3anucei —
DHCP Snooping — ARP Inspection —
3awumTa agpeca uctouHuka IPv4; Mpueaska
IPM6-MAC-nopt — 512 3anuceit — DHCPv6
Snooping — O6HapyxeHue cocepen —
3awumTa agpeca uctouHuka IPvé; 3awmra ot
DoS-arak;
CraTnyeckas/auHaMmyeckas/mocTosiHHas
3awwmTa nopta — [lo 64 MAC-agpecoB Ha
nopT; 3aluuTa OT CETEBbIX LITOPMOB
Broadcast/Multicast/Unicast —
kbps/ratio/pps; YnpaBneHue focTynom no
IP/nopty/MAC; 802.1X — AyTeHTuduKaums
no nopty — AyTeHTudMKaLMs No
MAC-agpecy — lNpuceoenne VLAN — MAB
— locteBoit VLAN — Mopnepka
ayTeHTudUKaumum n yuéta RADIUS; AAA
(Bkntouas TACACS+); M3onupoBaxme
nopToB; 3alMILEHHBIN BeO-MHTEpdenc
HTTPS ¢ SSLv3/TLS1.2; YnpaBneHue yepes
3aLMLLEHHBIN MHTEpdENC KOMaHAHOM

Mopnepxka jumbo frame

[a

9 Kb

YnpasneHue Ynpasnsembiii L3 Ynpasnsembiii L2+
OTHOCUTENbHAsA BNAXHOCTb, % He 6onee 80 -

Cnocob MoHTaxa B croriky B cToiiky / Ha cTon
MutaHne AC 100-240 B, 50-60 ly; DC 12 B AC 110-240 B
O6Lee KONMYECTBO NOPTOB 28 24

Tabnuubl MAC-appecos, K 16 16

MponyckHas cnocobHOCTb KOMMYTALMOHHOW 128 128

matpuupl (Switching fabric), Féut/c

Konuyectso SFP noptos 4 4

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana noMeuweHunsa

KOMMyTaTOpr ana noMeuweHua

OxnaxneHune

Het

CornacoBaHo (3aKaszyuk):

CornacoBaHo (NPOEKTUPOBLLMK):

/&« » 20__

/ &« » 20__
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