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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb NIKOMAX GL-SW-G302-30TC TP-Link SG6428X
Kop ANAC 84626 82132

Lena (PPL, c HOC 22%) 147 473 py6. 131 380 py6.
Hanunune nog, 3akas nof, 3akas
MpousBoaunTenb NIKOMAX TP-Link

Bec HetTo, KI 4,7 —

Pabouas temnepatypa, C° 0...+50 -5...#50
Pa3smepsl (LLUXBxI) (Mm) 440x44x208 440x44x380
MutaHne 220B AC 100-240 B
bydep naketos, M6 2 —
Konnuectso SFP noptos 6 =

be3onacHocTb

DDoS attack prevention,
TCP-SYN/UDP/ARP Flood attack prevention
; IEEE 802.1x authentication, multiple-user
authentication, guest vlan; L2~L4 ACL -
Anti-DOS/IP spoofing/TCP/ping/SYN/ICMP
flood attacks;
Broadcast/multicast/unknown-unicast
storm-control; Port isolation; Port Security,
MAC address limitation, IP+MAC+port
binding; DHCP Snooping, DHCP Option 82;
DAI(Dynamic ARP Inspection); IPSG(IP
Source Guard); IEEE 802.1x certification;
MAC-based authentication AAA; Radius,
TACACS+; Multiple user privileges

M3onsaumsa noptos. CPU-Defend. Mposepka
naketoB ARP (anHamMuyeckas nposepka
naketoB ARP). 3awuTa ot DoS-arak.
MNpuesaska IP-agpecos, MAC-appecoB u
nopto., 1024 3anucu, OTcnexuBanHue
DHCP, Mpoeepka naketos ARP, 3awmTa ot
noameHbl IP-anpecos IPv4. Mpuesska
agpecos IPv6 u MAC-appecos: lMpuesizka kK
noptam, 1024 3anucu, OTcnexunBaHue
DHCPv6, MNMpoTokon obHapyxeHus cocenen,
OtcnexuBaHue ND-Tpaduka, 3awmTa ot
noameHbl IP-appecos IPv6, ®Ounbtp DHCP,
@yHkums Port Security ans ctatuyeckmx u
avHamuuyecknx MAC-agpecos, [o 64
MAC-appecoB Ha NopT. 3almTa OT CeTeBbIX
LITOPMOB (TPAaduK: LIMPOKOBELLATENbHbIW,
MHOroagpecHbI, HEM3BECTHbIN
ofHOoafpecHbIi): PexxuMbl koHTpons: Kbut/c,
NMPOLEHT OT Nonockl Nnponyckanus, 802.1X,
AyTeHTUdMKaLMS Ha OCHOBE MOpTa,
AyTteHTndUKaums Ha ocHoBe MAC-appeca,
MNpuceoenune VLAN, MAB, locTeBas ceTb
VLAN, AyteHTudmkaums n yuét RADIUS.
AAA (Bkntouas TACACS+). YnpaeneHue
yepes Beb-uHTepdenc no HTTPS ¢
nomolLbio npotokonos SSLv3 u TLS 1.2.
YnpaBneHue yepes nHTepdenc KoMaHAHOM
cTpokun no SSHv2. YnpaBneHue AoCTynom
Ha ocHose |IP-agpec




NHTepdeiic ynpaBneHus

CLI: Console, Telnet, SSHv1/2 ; Web-GUI:
HTTP, HTTPS/SSL; SNMP v1/v2¢/v3, RMON,
SNMP alarm/inform/traps;
Upload/download of FTP/TFTP/SFTP files;
Debugging; Syslog
alarm/notification/command/debug ;
Web-GUI: HTTP, HTTPS/SSL; NTP ; SPAN,
RSPAN (1:1, N:1 mirror) ; LLDP, LLDP-MED ;
SsFLOW ; ZTP(Zero Touch Provisioning) ;
Optical DDM; Ethernet cable diagnosis -
802.3ah, 802.1ag

Ipadunuecknii Beb6-nHTepdeic
nonb3oBatens. MHTepdeiic komaHaHOM
CTPOKM Yepes KOHCONbHbIV nopT u Telnet.
SNMP Bepcuit 1-3:CoobuweHns TRAP u
INFORM, RMON (rpynnbi 1, 2, 3, 9), LLlabnoH
SDM, Knuent BOOTP/DHCP, LLDP
(LLDP-MED) 802.1ab, ABTomMaTnyeckas
yctaHoBka DHCP, Dual Image, Dual
Configuration, MoHUTOpPUHI Npoueccopa,
[uarHocTrka kabeneit. BocctaHoBneHue
napons. SNTP. CucteMHbiii xxypHan. EEE

OTHoCUTENbHas BNAXHOCTb, %

10-90 (6e3 koHAeHcaTa)

10-90 (6e3 KoHAeHCaLuK)

MponyckHas cnocobHOCTb KOMMYTALMOHHOWM 240 128
matpuupl (Switching fabric), Féut/c

CkopocTb 06CNyK1BaHMA nNakeTos, Mpps 180 95,2
(Forwarding rate)

O6uiee KOAUYECTBO NOPTOB 30 28
Mopnepxka jumbo frame - 9 Kb
Tabnunubl MAC-agpecos, K 32 32

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana noMeweHunsa

KOMMyTaTOpr anga noMeuweHua

Cnocob MoHTaxa

B croiiky

B croviky

YnpaBneHue

Ynpasnsembiti L3

Ynpasnsembin L3

CornacoBaHo (3aKazymk):

CornacoBaHo (NPOEKTUPOBLLMK):
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