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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb NIKOMAX GL-SW-G302-30TC TP-Link TL-SG3428XF
Koa ONAC 84626 49497

Lena (PPL, c HOC 22%) 147 473 py6. 68 800 py6.
Hanunune nog, 3akas YAANEHHbIV CKnag,
MpousBoaunTenb NIKOMAX TP-Link

Bec HetTo, KI 4,7 —

Pabouas temnepatypa, C° 0...+50 0...+45

Pa3smepsl (LLUXBxI) (Mm) 440x44x208 440x44x220
MutaHne 220B AC 100-240 B
bydep naketos, M6 2 12

Konnuectso SFP noptos 6 28

be3onacHocTb

DDoS attack prevention,
TCP-SYN/UDP/ARP Flood attack prevention
; IEEE 802.1x authentication, multiple-user
authentication, guest vlan; L2~L4 ACL -
Anti-DOS/IP spoofing/TCP/ping/SYN/ICMP
flood attacks;
Broadcast/multicast/unknown-unicast
storm-control; Port isolation; Port Security,
MAC address limitation, IP+MAC+port
binding; DHCP Snooping, DHCP Option 82;
DAI(Dynamic ARP Inspection); IPSG(IP
Source Guard); IEEE 802.1x certification;
MAC-based authentication AAA; Radius,
TACACS+; Multiple user privileges

MNpuesaska IP-MAC-nopT — 512 3anucei —
DHCP snooping — MHcnekuus ARP-naketoB
— 3awmTa uctovHuka IPv4 (100 3anucen);
MNpuesaska IPv6-MAC-nopt — 512 3anucei
— DHCPv6 snooping — lMpoTokon
obHapyxeHus cocenert (NDP) — 3awumra
nctouHuka IPv6 (100 3anuceit); 3awmra ot
DoS-atak; ®yHkums Port Security
(cTatnueckas, AMHamuueckas) — Jo 64
MAC-appecoB Ha nopT; 3almMTa OT CEeTEBbIX
LUTOPMOB (LUMPOKOBELLATENbHBIX,
MHOr0aApecHbIX, 0AHOAAPECHbIX) —
PexxuMbl koHTpons: K6ut/c, npoueHT ot
nonocel nponyckanms; 802.1X —
AyTeHTUdUKaLMA NO NOPTY —
AyTteHTndukaumsa no MAC-agpecy —
Mpucsoenne VLAN — MAB — locTeBoii
VLAN — Topaepxka ayTeHTUdUKaLmmn n
y4éta RADIUS; AAA (Bkntouas TACACSH);
M3onmpoBaHue nopToB; 3aLLMLEHHDIN
Be6-uHTepdenc HTTPS c SSLv3/TLS1.2;
YnpaBneHue yepes 3alLMLLEHHbIN
nHTepdeic komanaHon ctpoku (CLI) ¢
SSHv1/SSHv2; KoHTponb goctyna no

NHTepdeinc ynpaBneHus

CLI: Console, Telnet, SSHv1/2 ; Web-GUI:
HTTP, HTTPS/SSL; SNMP v1/v2c¢/v3, RMON,
SNMP alarm/inform/traps;
Upload/download of FTP/TFTP/SFTP files;
Debugging; Syslog
alarm/notification/command/debug ;
Web-GUI: HTTP, HTTPS/SSL; NTP ; SPAN,
RSPAN (1:1, N:1 mirror) ; LLDP, LLDP-MED ;
sFLOW ; ZTP(Zero Touch Provisioning) ;
Optical DDM; Ethernet cable diagnosis -

Beb6-uHTepdeiic; UHTepdeiic KoMaHaHOM
ctpoku (CLI) yepe3 KOHCOMbHbIN NOPT U
telnet; SNMP v1/v2c/v3; Trap/Inform;
RMON (1, 2, 3, 9 rpynn); lWa6noH SDM,;
Knvuent DHCP/BOOTP; LLDP/LLDP-MED
802.1ab; ABTomaTtunyeckas yctaHoBka DHCP;
Dual Image, Dual Configuration;
MOHUTOPUHI NapaMeTpoB NpoLEeCccopa;
IOunarHocTtuka kabeneit; EEE;
BocctaHoeneHue naponsi; SNTP; CucteMHbIi

MponyckHas cnocobHOCTb KOMMYTALMOHHOWM
matpuupl (Switching fabric), Féut/c

240

128




CkopocTb 06CnyKnBaHMA nNakeTos, Mpps 180 95,23
(Forwarding rate)
Tabnuubl MAC-agpecos, K 32 16

YnpasneHue

Ynpaensiembiti L3

Ynpasnsembiii L2+

O6Lee KONMYECTBO NOPTOB

30

28

QoS

BoceMb npuopuTteTHbIX O4epeneit;
Mpuoputet 802.1p CoS/DSCP;
MnannpoBaHue oyepepeii:— CTporuii
npuopwreT (SP)— B3BelleHHbIM
umknuyeckuit anroput™ (WRR)— SP + WRR;
KoHTponb nponyckHoM cnocobHOCTU—
OrpaHuyeHne CKOpoCTU NOPTOB U (MNK)
noTokoB; MNnaBHas NpoM3BOAUTENBHOCTD;
[elicTBns ¢ noToKaMM— 3epKanuMpoBaHue
(Ha noopepXuBaemblii HTEpdENc)—
[epeHanpaBneHue (Ha NOAAEPKMBAEMDIN
nHTepdeic)— OrpaHMyeHne CKopocTu—
MeTku npuoputusaumm (QoS)

DYHKLMMUYN YPOBHS 2

ArpervpoBaHue kaHanos — CtaTuyeckoe
arpernpoBaHue kaHanoB — LACP 802.3ad —
[lo BOCbMM rpynn arpernpoBaHus, 40
BOCbMM NOpPTOB Ha rpynny; MNpoTtokon STP —
802.1D STP — 802.1w RSTP — 802.1s
MSTP — be3onacHoctb STP: TC Protect,
BPDU Filter/Protect, Root Protect;
O6HapyxeHue netenb — Mo nopty — Mo
VLAN; YnpaBneHue notokom — 802.3x —
MpepoTBpaLieHne 6A0KMPOBKM Havana
CTPOKM; 3epKanmpoBaHue —
3epkanuMpoBaHue NopToB —
3epkanupoBaHue Tpaduka, Noay4aemMoro 1
nepeAaBaemMoro npoLeccopom —
One-to-One — Many-to-One — Bxopawmit

Mopnepxka jumbo frame

9 Kb

OTHoCHTeNbHas BNAXHOCTb, %

10-90 (6e3 koHAeHcaTa)

10-90 ?6e3 KOHAeHcaTa)

Tun (KommyTaTopsl)

KOMMyTaTOpr Anga noMeweHunsa

KOMMyTaTOpr anga noMeuweHua

Cnocob MoHTaxa

B cToiky

B cToiky

CornacoBaHo (3aKazymk):

CornacoBaHo (NPOEKTUPOBLLMK):

/&« » 20__

/& » 20__
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