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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb TP-Link TL-SG2016P D-Link DGS-1210-10MP/F3A
Koa ONAC 37856 78988

Lena (PPL, c HOC 22%) 25 700 py6. 22 370 py6.

Hanunune nog, 3akas YAANEHHbIV CKnag,

Pabouas Temneparypa, C° 0..+40 -5...+450

Pasmepbl (LLUXBxI) (Mm) 286x25,4x111,7 330x44x180

MuTtanune DC5358B AC 100-240 B

brogxeT PoE, BT 120 130

bydep naketos, M6 41 0,51

QoS

Queue Weight Config; KoHTponb
nponyckHon cnocobHoctn — OrpaHuyexune
CKOpOCTK Ans nopToB/noTokoB; MNnasHas
Npou3BOAUTENBHOCTb; 3aLLMTa OT CEeTEeBbIX
LITOPMOB — HEeCKoNbKO peXXMMOB KOHTPONS
(kbps/ratio/pps) —
Broadcast/Multicast/Unknown-Unicast
Control

802.1p; 8 ouepeneit Ha NopT; MexaHW3Mbl
o0bpaboTku oyepepeit: - Strict - Weighted
Round Robin (WRR); YnpaBneHue nonocow
nponyckaHus - Ha ocHose nopTa
(Bxoaswee/mcxoasiLee, 3Ha4YEHUE U3
avanasoHa 16-1024000 K6ut/c); QoS Ha
ocHoge: - Ouepepnei npuoputetos 802.1p -
DSCP - ToS - IP Precedence - Knacca
Tpaduka IPv6 - Homepa TCP/UDP-nopra -
MAC-agpeca - Ether type - IP-agpeca -
Tuna npoTokon

be3sonacHocTb

AAA; 802.1X - AyteHTndurKaumsa no nopry -
AyteHTndumkaumsa no MAC-appecy (Host) -
MeTopn ayTeHTUdMKaLUKU BKIKOYaeT
PAP/EAP-MD5 - MAB - TocteBoi VLAN -
Moppepxxka ayteHTUdMKALMM U YYETA
RADIUS; Mpuesaska IP/IPv6-MAC - 512
3anucent npuessku - DHCP Snooping -
DHCPv6 Snooping - MHcnekuus
ARP-nakeToB - O6HapyxeHue cocenen;
3awwTa IP-agpeca McTouHMKa - 253 3anucu
- IP-appec nctouHunka + MAC-agpec
UCTOYHMKA; 3awmTa IPv6-appeca nctouHmka
- 183 3anucu - IPv6-appec UCTOYHMKA +
MAC-azpec UCTOYHMKA; 3alLmTa OT
DoS-atak;
CraTnyeckas/moMHaMmMyeckas/nocTosHHas
3awmTa nopta - [lo 64 MAC-agpecoB Ha
nopr; 3almTa OT CEeTEBbIX LUITOPMOB
Broadcast/Multicast/Unicast -
kbps/ratio/pps; M3onauus noptos;
3alwnwénHbI Beb-uHTepderic HTTPS ¢
SSLv3/TLS1.2; YnpaBneHue yepe3
3aLWMLILEHHBIN MHTepdenc KOMaHAHOM
ctpokn ¢ SSHv1/SSHv2; KoHTponb poctyna

3awuTa ot
LIMPOKOBELLATENIbHOT0/MHOr0aApeCHOro/
ofHoaspecHoro wropMa; D-Link Safeguard
Engine; DHCP Server Screening; Mpuesa3ka
IP-MAC-Port (MHTennekTyanbHas npuBs3ka)
- MHcnektmpoBaHue ARP-nakeTos -
MHcnekTupoBaHue ARP-nakeToB +
IP-naketos - Moapepxka DHCP Snooping;
Ynpaenenue goctynom 802.1X Ha ocHoBe
nopToB; lNpepoTBpalieHne atak DoS;
MpenotepaweHue atak ARP Spoofing -
Makc. KonmyectBo 3anucen: 127;
CermeHTaums Tpadmka; SSH v2; SSL; TLS
1.0/1.1/1.2/1.31; Port Security -
MNoppepxka no 64 MAC-agpecoB Ha nopt

no IP-agpec/nopty/MAC-agpecy




NHTepdeiic ynpaBneHus

Ipaduueckuin Be6-nHTepdeiic; NHtepderic
KOMaHAHOM CTpOKM yepes telnet;
SNMPv1/v2c/v3; SNMP Trap/Inform; RMON
(rpynnel 1, 2, 3, 9); LWabnoH SDM;
DHCP/BOOTP Client; Dual Image, Dual
Configuration; MoHutopuHr CPU;
OunarHocTtuka kabens; EEE; SNTP;
CUCTeMHbIN XypHan

Web-uHntepdeiic; YnpoweHHbin CLI;
Telnet-cepsep; TFTP-knueHT; Hactpovika
MDI/MDIX; SNMP - lMNopaepxka v1/v2c/v3;
SNMP Trap; Pe3epBHoe
KonupoBaHne/0b6HOBNEHWE NPOrPAMMHOI0
obecneyeHuns; Mactep yctaHoBKM Smart
Wizard; CkaunBaHue/3arpyska
KOHbUrypauuoHHoro daina; CUcTeMHbIN
XYpHan - Makc. KonnM4yecTBo 3anuceil B
xypHane: 500; BootP/DHCP-knueHT; SNTP;
ICMPv6; IPv4/v6 Dual Stack;
AsTOMaTnuyeckas Hactporika DHCP;
Hactpoiika Bpemenn - SNTP; RMONv1;
Trusted Host; Moaaepkka HECKONbKUX
Bepcuii MN0O; NMopaepxkka HECKONbKUX

OTHOCHTENbHAs BNAXHOCTb, % 10-90 10-95 (6e3 koHpeHcaTa)
[ponyckHas cnoco6HOCTb KOMMYTALMOHHOM 32 20

matpuupl (Switching fabric), Féut/c

CkopocTb 06CNyKMBaHMA NakeToB, Mpps 23,81 14,88

(Forwarding rate)

CraHpa PTbl U NPOTOKObI

IEEE 802.3i, IEEE 802.3ab, IEEE 802.3ad,
IEEE 802.3af, IEEE 802.3at, IEEE 802.3x,
IEEE 802.1d, IEEE 802.1s, IEEE 802.1w,
IEEE 802.1q, IEEE 802.1p, IEEE 802.1x

IEEE 802.3 10Base-T (MenHas BuTas napa),
IEEE 802.3u 100Base-TX (MepHas BuTas
napa), IEEE 802.3ab 1000Base-T (MenHas
BMTas napa), IEEE 802.3az Energy Efficient
Ethernet, IEEE 802.3x, IEEE 802.3z
1000Base-X

DYHKLUWUYN YPOBHS 2

DHCP-petpaHcnstop —
DHCP-petpaHcnsatop VLAN;
DHCP-petpaHcnaTop 2-ro ypoBHs;
ArpervpoBaHue kaHanos — Ctatuyeckoe
arpermpoBaHue kaHanos — [lo 8 rpynn
arperMpoBaHus, O 8 NOPTOB Ha rpynny —
802.3ad LACP; MNMpotokon STP — 802.1D
STP — 802.1w RSTP — 802.1s MSTP —
besonacHocTb STP: 06HapyeHWe neTesb,
TC Protect, BPDU Filter/Protect, Root
Protect; O6HapyxeHue netenb (Loopback
Detection); YnpaBneHue notokoM — 802.3x
— lNpepoTepalleHre 6GAOKMPOBKM Havana
CTPOKM; 3epKanupoBaHue —
3epkanuposaHue noptoB — One-to-One —
Many-to-One — Ha ocHoBe noToka —
Bxomswmii Tpacduk / Ucxoasawmii Tpadmk /
Becb Tpadmk — 3epkanuposaHue CPU;
MpoTtokon DLDP; 802.1ab LLDP/LLDP-MED

Cratnueckne MAC-appeca - 256 3anucei;
IGMP Snooping - IGMP v1/v2 - IGMP v3
awareness - [Moppepxka 256 rpynn -
Mopnepxka Ao 64 ctaTMyeckmnx
MHOroagpecHbix rpynn - IGMP Ha VLAN -
MNoppepxka IGMP Snooping Querier;
Loopback Detection; 802.3ad Link
Aggregation: - Makc. 4 rpynnbl Ha
ycTpoKcTBo/8 nopToB Ha rpynny; LLDP;
LLDP-MED; Jumbo-dpeiimbl - o 10 000
6anT; Spanning Tree Protocol - 802.1D
STP -802.1w RSTP - 802.1s MSTP;
Ynpaenenue notokom - 802.3x -
MpenotepaweHue 6nokuposok HOL;
3epkanupoBaHue nopto - One-to-One -
Many-to-One - lNopopepxka
3epKannpoBaHus ans
BXoAsLLero/ucxoasauiero/Tpaguka B 06omx
Hanpaenexusax; GunbTpaumns
MHOr0aApecHbIX Paccbiok -
MepeHanpaBneHue Bcex
He3aperncTpupoBaHHbIX rpynn -
@unbTpaums BCeX He3aperncTpupoBaHHbIX
rpynn; HactpanBaembliii MHTEepdenc
MDI/MDIX

Mopnepxka jumbo frame 9 Kb 10 Kb

Cnocob MoHTaxa Ha cton / Ha cTeHy B cToiiky / Ha cTon
MpounssoauTens TP-Link D-Link

[anbHOCTb pexnma nepepayu, M 250 100

YnpaBneHue YnpaenseMbliit Smart YnpasnsieMbiit L2
O6Lee KONMYECTBO NOPTOB 16 10

Bec HeTTO, KI - 1,77

Konuyectso SFP noptoB — 2




MHankaTopbl

Power, Link/Activity/Speed (Ha nopr),
Power Fail/Power Ok (Ha nopt PoE), PoE

Konunuectso noptos PoE 8 flax
MouwHocTb PoE Ha oauH nopt (Makc.) (BT) 30 30
Tabnunubl MAC-agpecos, K 8 8

Cranpaptbl PoE

IEEE 802.3 af/at

IEEE 802.3 af/at

Tun (KommyTaTopsl)

KOMMyTaTOpr Ang noMeLweHnsa

KOMMyTaTOpr anga noMeuweHua

OxnaxgneHue

Her

Het

CornacoBaHo (3aKazymk):

CornacoBaHo (NPOEKTUPOBLLMK):
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XapakTepucTuku npuseaeHbl Mo AaHHbIM npoussoauteneit. LleHsl n Hannmume — Ha 20.10.2026 10:01, ytouHsiTe y MeHexkepa: +7 (914) 730-57-40.




